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Embodiments relate to systems and methods for generating
package profiles in software package repositories using selec-
tive subsets of packages. A physical or virtual client machine
can host a set of installed software packages, including oper-
ating system, application, and/or other software. A package
manager tracks the set of installed packages and reports the
inventory of those packages to one or more package servers.
The package server(s) can build an aggregate package popu-
lation record reflecting all packages installed on all machines
in the managed network. The package server(s) can then
generate arbitrarily selected package subsets from the aggre-
gate package collection, and group or configure sets of
machines based on common or compatible package subsets.
Machine groups dedicated to different tasks or applications as
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SYSTEMS AND METHODS FOR
GENERATING PACKAGE PROFILES IN
SOFTWARE PACKAGE REPOSITORIES

USING SELECTIVE SUBSETS OF PACKAGES

FIELD

[0001] The present teachings relate to systems and methods
for generating package profiles in software package reposi-
tories using selective subsets of packages, and more particu-
larly, to platforms and techniques for capturing aggregate
package populations in a managed network on the package
server side, and generating arbitrary subsets of those group-
ings for updating, maintenance, or other management opera-
tions.

BACKGROUND OF RELATED ART

[0002] Users of physical or virtual machines commonly
install software packages, including package updates, to
physical or virtual machines. The software packages can con-
tain a set of related files chosen to perform a given application
or task, such as, for example, a group of software applica-
tions, drivers, and/or other resources used to install and use
messaging applications. In instances, a software package can
contain application software, operating system software,
drivers, patches, and/or other software components grouped
as a logical set.

[0003] Software package update managers exist to help a
user initiate and perform software package updates, such as,
for example, the “yum” (Yellowdog update manager) pack-
age update manager available from Red Hat Inc., and others.
In general, available software package managers are config-
ured to interact with the set of installed packages on a client
and with one or more software package repositories, to
directly connect to those databases and download available
package updates. In cases, the package update can be format-
ted as a single combined file containing the various compo-
nent files, and can be compressed for easier transmission.
[0004] The task of managing a network of physical and
possibly virtual machines can be complicated by the need to
identify and track the population of the machines under man-
agement, and the various software package complements
installed on those machines. The machines under manage-
ment and their package complements may need to be identi-
fied and tracked for a variety of purposes, including, for
instance, to identify and schedule package updates, activate
and deactivate machines assigned to networks including on-
premise and cloud networks, to perform maintenance, or
other package or network management tasks.

[0005] In various networks, for example including those
having multiple network administrators, or servers or con-
soles used for management, the task of maintaining an inven-
tory of machines, the software packages installed on those
machines, the files contained in packages, or other resources
may become increasingly difficult to coordinate. In cases,
network administrators or other users may wish to perform a
discovery or inventory process on machines in the managed
network. The discovery or inventory results may be used to
build an inventory of packages that are installed on all
machines of the managed network, on a total or aggregate
basis.

[0006] An administrator or other user may further wish to
group or characterize machines in the managed network
based on selected package sets or files contained within those
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sets. The may wish to group or identify sets of machines
hosting defined packages, whether or not machines or groups
of machines were initially configured or arranged to be
related by their software complement or not. For example, an
administrator may wish to identify all machines in a managed
network having a set of installed packages containing soft-
ware resources, such as specified compilers or debuggers, for
an application development product or project. The adminis-
trator or other user may wish to locate all machines currently
hosting that set of packages or application, without having to
interrogate analyze all machines present on the network.
[0007] In cases, the administrator or other user might want
to determine the population of all such machines on the man-
aged network, whether or not those machines were initially
provisioned or organized together. This might take place in a
scenario where developer workstations are added over time to
an engineering team, for example.

[0008] Moreover, the administrator or other user may wish
to discover and characterize machines or groups of machines
having different or selectable combinations of package sets,
which the user may flexibly or dynamically define. For
instance, an administrator or other user may in one regard
wish to generate a view or “slice” of the managed network to
determine which machines contain a combination of video or
audio production software, media player(s), and/or other
packages or software and may therefore be functioning as
digital media workstations.

[0009] Theuser may also wish, at the same or other time, to
determine which machines in the managed network also or
instead are currently hosting a defined set of email, chat, voice
over [P (Internet protocol), social network, and/or other pack-
ages or component software, and which subset of the man-
aged network may therefore be acting as messaging plat-
forms. In cases, some or all machines hosting one package
subset of interest may overlap with machines hosting a sec-
ond package subset within the same managed network, or
may represent distinct groupings requiring different or sepa-
rate updates or other maintenance. In current package man-
agement platforms, the administrator or other user may not be
provided with tools or capability to create, group and manage
machines in the network based on arbitrary and/or freely
selectable package subsets, across all machines in the man-
aged network. It may be desirable to provide systems and
methods for generating package profiles in software package
repositories using selective subsets of packages, in which an
administrator or other user can access the entire population of
packages installed in a managed network, and select a variety
of subsets of packages in the network by which to group,
organize, and manage client machines.

DESCRIPTION OF DRAWINGS

[0010] The accompanying drawings, which are incorpo-
rated in and constitute a part of this specification, illustrate
embodiments of the present teachings and together with the
description, serve to explain the principles of the present
teachings.

In the figures:

[0011] FIG. 1 illustrates an overall network in which sys-
tems and methods for generating package profiles in software
package repositories using selective subsets of packages can
be implemented, according to various embodiments;

[0012] FIG. 2 illustrates an overall network in which for
systems and methods for generating package profiles in soft-
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ware package repositories using selective subsets of packages
can be implemented, according to various embodiments in
further regards;

[0013] FIGS. 3A-3C illustrate exemplary data structures,
encodings, and other features that can be used to store and
process data in conjunction with systems and methods for
generating package profiles in software package repositories
using selective subsets of packages, according to various
embodiments;

[0014] FIG. 4 illustrates a diagram of exemplary hardware
and other resources that can be used in the implementation of
apackage server and other platforms of systems and methods
for generating package profiles in software package reposi-
tories using selective subsets of packages, according to vari-
ous embodiments; and

[0015] FIG. 5 illustrates a flowchart of package inventory
and subset processing that can be used in systems and meth-
ods for generating package profiles in software package
repositories using selective subsets of packages, according to
various embodiments.

DESCRIPTION OF EMBODIMENTS

[0016] Embodiments of the present teachings relate to sys-
tems and methods for generating package profiles in software
package repositories using selective subsets of packages.
More particularly, embodiments related to platforms and
techniques for taking an overall inventory of the set of pack-
ages in a managed network, storing that package population
inventory in a centralized location, and generating arbitrary
subsets of that overall complement to identify, track, or man-
age machines which share those package subsets. In aspects,
a package manager can track and manage the installation of
one or more software packages and/or updates to those pack-
ages (which may be referred to together as a “software pack-
age update” and/or “package installation”) on a client, host,
target, physical, virtual, and/or other machine. The local
package manager can be configured to access the set of
installed packages and/or selectable subsets of those pack-
ages, and their related attributes on the client or other
machine, and derive or generate an inventory of the packages
and/or constituent files present on that associated machine. In
embodiments, the inventory of the set of installed packages
can comprise a list, tree, and/or other record of the software
applications installed on a client machine in the managed
network. In aspects, the inventory of the set of installed pack-
ages for a client machine can be captured and reported by the
local package manager installed on that machine, and/or by
other local or remote software, services, or logic.

[0017] According to further regards, the package manager
and/or other logic can transmit or communicate the inventory
of'the set of installed packages of a subject client machine to
one or more than one remote management platforms. The one
or more remote management platforms can be or include one
or more package servers and/or one or more repositories
associated with the server(s), and/or other platforms or logic.
In embodiments, the one or more package servers and/or
other logic can receive the respective inventory of the set of
installed packages from some or all machines on the managed
network. The one or more package servers and/or other logic
can capture and store the package inventories from all
machines reporting those inventories, and build an aggregate
package population record that lists or records all packages
on all machines present in the managed network. That aggre-
gate package population record can store and record the
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hosted packages by various content, identifiers or attributes,
including names or other package IDs, version numbers, file
contents of the packages, and/or other data related to the total
package complement installed across the entire managed net-
work. In aspects, the one or more package servers and/or
other platforms or logic can sort, search, extract, and/or oth-
erwise select any one or more arbitrary subsets of packages
found in the aggregate package population record. For
instance, an administrator or other user may wish to identify
and group machines hosting a certain email package in one
grouping, and machines hosting various browser types or
versions into different groups or series of groups. In aspects,
the package server(s) and/or other remote platforms that
develop the selected package subsets can then carry out pro-
visioning, security, maintenance, and/or other management
operations on the subsets of client machines in the managed
network defined by their subset complement, on a differenti-
ated basis.

[0018] For instance, the inventory of the set of installed
packages for each machine on the managed network can be
transmitted to, stored in, or accessed by a remote package
server and/or software package repository, to build the aggre-
gate package population record and permit software package
updates and other operations to be performed on various
defined package subsets of those machines. In aspects, the
aggregate package population record and/or package subsets
packages can in addition or instead be transmitted to or
accessed by a network management platform, not necessarily
dedicated to package operations, to identify the subject
machine(s) or groups of machines related by installed pack-
age subsets for network maintenance, security, and/or other
management operations.

[0019] In aspects, after the aggregate package population
record and selected package subsets have been initially gen-
erated, newly connected machines in a managed network can
be automatically discovered or identified, and have their
package inventories automatically captured, reported, and
added to the total complement. According to aspects, the one
or more package servers and/or other logic can automatically
assign newly discovered machines to one or more existing
machines groups, based on the selected package subsets that
may be present on those newly attached systems. The result-
ing machine populations across various groupings and pack-
age subsets can thereby be registered and tracked by the
package server(s) and/or other platforms or logic, on an ongo-
ing based on those groupings and identifications. In aspects,
the selected package subsets can likewise be revised and
updated at any time, for instance to create new package sub-
sets and/or delete existing subsets that have been previously
defined. These and other embodiments described herein
address the various noted shortcomings in known package
management and network management technology, and pro-
vide a user with enhanced package and system management
capability including the ability to identify and manage arbi-
trary package subsets in a managed network or other instal-
lation.

[0020] Reference will now be made in detail to exemplary
embodiments of the present teachings, which are illustrated in
the accompanying drawings. Where possible the same refer-
ence numbers will be used throughout the drawings to refer to
the same or like parts.

[0021] FIG. 1illustrates an exemplary system 100 in which
systems and methods for generating package profiles in soft-
ware package repositories using selective subsets of packages
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can be implemented, according to various embodiments. In
embodiments as shown, a client 102 can store, execute, and
otherwise host a variety of resources including a package
manager 110 configured to communicate with a set of
installed packages 112, and other hardware, software, and
resources. In embodiments, the package manager 110 can be
or include a software application, a utility, an application
programming interface (API) to an operating system 136 of
client 102, a service, and/or other local or remote logic or
resources. According to embodiments, the package manager
110 can access and manage the set of installed packages 112
to identify, run, edit, update, configure, and otherwise manage
one or more software packages locally hosted or installed in
the client 102. In aspects, the package manager 110 can be or
include one or more commercially and/or publicly available
package manager applications or resources, such as the
“yum” package update manager available from Red Hat Inc.
based on or compatible with the Red Hat package manager
(rpm) platform, or others.

[0022] Inaspects, the set of installed software packages 112
can be or include packages comprising various types of appli-
cations, such as, for example, messaging applications,
spreadsheet or modeling applications, social networking
applications, word processing applications, modeling appli-
cations, media applications, and/or other applications, soft-
ware, or utilities. In aspects, the set of installed software
packages 112, can in aspects include an operating system,
drivers, and/or components thereof. The set of installed pack-
ages 112 can have an associated set of package attributes 114
which records file names, versions, dates, storage size, soft-
ware or hardware requirements, an/or other attributes or
metadata related to the software packages and/or their
updates installed on client 102. In aspects, a user may browse
set of installed packages 112 in list or other form via selector
tool 146 or other interface, to check or otherwise select one or
more packages to analyze, manage, and/or identify on client
102.

[0023] Inaspects, and as also shown, the package manager
110 can communicate with a network interface 134 config-
ured to connect to one or more network 106, such as the public
Internet or other public or private networks. The package
manager 110 can thereby connect to one or more package
servers 162 and/or associated one or more package reposito-
ries 144 hosting software packages including software pack-
age updates, and/or other software or resources. The one or
more package servers 162 can in embodiments include logic
to identify, organize, and distribute one or more software
packages to requesting client, server, virtual, and/or other
machines.

[0024] In aspects, the package manager 110 can interact
with the set of installed packages 112, one or more package
servers 162, and/or the associated one or more one or more
package repositories 144 via network interface 134 and one or
more networks 106 to identify and manage the content of set
of installed packages 112 operating on client 102. The pack-
age manager 110 of each client 102 in the managed network
can develop and inventory of the set of installed packages 154
of each machine, and report that inventory data to the one or
more package servers 162. In aspects, the package manager
110 can, for example, provide a user with a selector tool 146
displayed via user interface 142, such as a graphical user
interface or others, to select various test, configuration, inven-
tory, and/or other management activities on the set of installed
packages 112. The selector tool 146 can present options to
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select packages for installation and/or update, and/or to carry
out various other installation options. The selector tool 146
can likewise present options to initiate an inventory of the set
of installed packages 112 located on client 102, and/or other
selectable options or parameters for managing the package
complement of the client 102.

[0025] In aspects, in general the package manager 110 can
access and extract information related to set of installed pack-
ages 112 to generate the inventory of the set of installed
packages 154 and transmit that inventory to the one or more
package servers 162 and/or associated one or more reposito-
ries 144. The inventory of the set of installed packages 154
extracted from each client 102 can contain a list or other
record or enumeration of the set of installed packages 112 on
the client 102, such as the package name or other package
identifier for each package installed, present, and/or hosted
on the client 102. In aspects, the inventory of the set of
installed packages 154 can be arranged as a list, database,
tree, and/or other record or data object. In aspects, the inven-
tory of the set of installed packages 154 can in addition or
instead incorporate some or all of the set of package attributes
114 for each package identified in the set of installed pack-
ages 112 and/or inventory of the set of installed packages 154.

[0026] It may be noted that in embodiments, the package
manager 110 can generate the inventory of the set of installed
packages 154 and associated data, in an encoded format. In
aspects, package manager 110 may for instance generate a
string, label, value, address, and/or other identifier which
identifies or associates client 102 by or with its hosted set of
installed packages 112 and/or one or more selected package
subset of the set of installed packages 112. For instance, the
package manager 110 can generate the inventory of the set of
installed packages 154, or components thereof, as the output
of a hash function or hash operation performed on one or
more attributes contained in set of package attributes 114 for
one or more packages of the client 102. For instance, package
manager 110 can perform a hash function, such as Secure
Hash Algorithm 1 (SHA1) or other hash function versions
and/or other encoding algorithms, on attributes such as the
package name, package epoch, package timestamp, package
size, a checksum value, a package release identifier, and/or
other data. In embodiments, the inventory of the set of
installed packages 154 can also be stored or formatted in an
unencoded format.

[0027] In embodiments, and as also shown in FIG. 1, the
one or more package servers 162 receiving the inventory of
the set of installed packages 154 from the client 102 can
accept that data and use it to build a aggregate package popu-
lation record 170. In aspects, the aggregate package popula-
tion record 170 can be stored or recorded in the one or more
repositories 144 which may be associated with the one or
more package servers 162, and/or can be stored or partially
stored in the one or more package servers 162 themselves,
such as in local hard disk or electronic memory on the one or
more package servers 162. The aggregate package population
record 170 can reflect or incorporate the inventory of the set of
installed packages 154 received from various clients or other
machines, and enumerate or identify all packages present or
reported on all machines within a network under manage-
ment. In aspects, an administrator or other user can then
access the aggregate package population record 170 to ana-
lyze and manage the package complement and related
resources across an entire network or group of machines, for
instance to perform updates, and/or other maintenance or
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management on clients grouped or characterized according to
their package profile. The administrator or other user can
thereby select, arrange, group, classify, and otherwise man-
age any arbitrary group, or collections of groups, of clients
within the network under management, as related by package
commonality or compatibility.

[0028] As illustrated for example more particularly in FIG.
2, package manager 110 can connect to one or more remote
platforms and communicate the inventory of the set of
installed packages 154, to facilitate remote package, network
management, and/or other operations or services on one or
more clients 102 of managed network 174. In aspects, the
managed network 174 can comprise or contain a set of clients
102, and/or other machines, nodes, systems, or platforms. For
instance, package manager 110 and/or other logic hosted or
installed in each client or other machines can access one or
more package servers 162 and/or one or more repository 144
to initiate package management and update operations on
client 102, including to receive a set of package update files
150 tailored to the set of installed packages 112 on each client
102.

[0029] According to aspects, the one or more package serv-
ers 162 can further execute inventory and machine grouping
operations on the managed network 174, including to identify
and develop a set of package subsets arbitrarily selected or
identified from the aggregate package population record 170.
In aspects as shown, the one or more package servers 162 can
host or execute an inventory engine 148 and/or other logic to
collect the aggregate package population record 170 and
specify the set of package subsets for use in analyzing, man-
aging, and/or updating sets of clients 102 contained in the
managed network 174. In embodiments, the inventory engine
148 and/or other logic can develop records related to the
package complement and package groupings populating the
managed network 174, including the aggregate package
population record 170, a package subset enumeration table
156 which lists or identifies all package subsets selected or
identified from the aggregate package population record 170,
and a machine-package association table 152 which can asso-
ciate one or more clients 102 located in managed network 174
with one or more package subsets. By building groupings of
clients 102 that are keyed on package subset commonality, an
administrator or other user can discover, locate, group, and
manage arbitrary subsets of clients 102 in the managed net-
work 174 based on their package characteristics. The one or
more package servers 162 can access the machine-package
association table 152, for instance, to generate, access, or
identify and set of package update files 150 for each group of
clients 102 that contain one or more common subsets identi-
fied in the package subset enumeration table 156. The group-
ing of machines that contain one or more of the package
subset enumeration table 156 can be encoded or stored in the
machine-package association table 152, to permit machines
having common subsets for instance to undergo updating or
maintenance on acommon basis. Machines hosting a package
subset related to email or other messaging can all receive a
common update to the hosted email client and/or other pack-
age updates, as all or part of the set of package update files
150. All machines hosting a firewall or other security appli-
cation can for instance receive an updated version to a firewall
application or service, as all or part of the set of package
update files 150. Other groupings of clients 102 based on
selected or identified package subsets can be used. It may be
noted that in embodiments, information stored or generated
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by the one or more package servers 162 and/or associated
logic can also be transmitted to one or more remote manage-
ment platforms 176, such as security, storage, and/or other
management platforms or services. The one or more remote
management platforms 176 can therefore also or instead carry
out operations on the grouped clients 102 of the managed
network 174, on a common or centralized basis.

[0030] FIG. 3A illustrates an exemplary data structure for
the aggregate package population record 170 that can be used
in implementations of systems and methods for generating
package profiles in software package repositories using selec-
tive subsets of packages, according to various aspects of the
present teachings. In aspects as shown, a managed network
174 can be identified by a network ID, and have associated
with it a listing or other enumeration or identification of all
packages hosted on all machines in that managed network
174, on an inclusive basis. In aspects, packages stored in the
aggregate package population record 170 can be identified by
their package name, but can in addition or instead also be
identified by the set of package attributes 114 for each pack-
age, and/or using other attributes or data.

[0031] FIG. 3B illustrates an exemplary data structure for
the machine-package association table 152 that can be used in
implementations of systems and methods for generating
package profiles in software package repositories using selec-
tive subsets of packages, according to various aspects of the
present teachings. In aspects as shown, the machine-package
association table 152 can be organized according to a set of
association attributes arranged as fields which relate an indi-
vidual client 102 to the set of package subsets 178 and other
information. Each client 102 can for instance be identified by
amachine ID, such as a MAC (media access control) address,
and Ethernet or other network address, and IP (Internet pro-
tocol) address, and/or other identifier. The package subsets to
which that client 102 is associated or registered can be
recorded by subset ID, for instance as structured or stored in
the package subset enumeration table 156 shown in FIG. 3C.
As shown in that figured, each package subset in the set of
package subsets 178 can be assigned an ID number in a set of
subset ID numbers 180, and in embodiments, each identifier
in the set of subset ID numbers 180 can have an associated set
of machines hosting the package subset 182.

[0032] According to aspects, the inventory engine 148 of
the one or more package servers 162 and/or other logic can
thereby analyze the package complement of the managed
network 174 by performing joins and/or other operations on
the aggregate package population record 170, the machine-
package association table 152, the package subset enumera-
tion table 156, and/or other data or objects illustrated in FIGS.
3A-3C to discover, manage and maintain desired package
subsets and associated machine groupings in the managed
network 174. While those records and data are illustrated in
those figures, it will be understood that other tables, data-
bases, trees, and/or other data structures or objects can be
used to encode and store data related to the overall package
complement of the managed network 174.

[0033] FIG. 4 illustrates an exemplary diagram of hardware
and other resources that can be incorporated in a server of one
or more package servers 162 configured to install, host, man-
age, and analyze the aggregate package population record
170, the package subset enumeration table 156, and other data
or resources, according to embodiments. In embodiments as
shown, a server of one or more package servers 162 can
comprise a processor 130 communicating with memory 132,
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such as electronic random access memory, operating under
control of or in conjunction with operating system 136. Oper-
ating system 136 can be, for example, a distribution of the
Linux™ operating system, the Unix™ operating system, or
other open-source or proprietary operating system or plat-
form. Processor 130 also communicates with data store 138,
such as a database stored on a local hard drive. Processor 130
further can communicate with a network interface 134, such
as an Ethernet or wireless data connection, which in turn
communicates with one or more networks 106, such as the
Internet or other public or private networks. Processor 130
also communicates with each client 102 of the managed net-
work 174, package manager 110, and/or other resources to
execute control logic and control the inventorying, subset
selection, updating, installation, analysis and management of
software packages and their associated processes. Other con-
figurations of servers in one or more package servers 162
client 102, including processor and memory resources, asso-
ciated network connections, and other hardware and software
resources are possible. It may be noted that in embodiments,
the client 102 and/or other machines or platforms in the
managed network 174 can comprise or contain similar hard-
ware, software, and other resources as the illustrated server
platform of the one or more package servers 162, or can host
or comprise different hardware and software configurations.

[0034] FIG. 5 illustrates overall processing to capture soft-
ware package information from machines, and generate pack-
age inventories, package subsets, and other reports or analy-
ses, according to various embodiments. In 502, processing
can begin. In 504, a user can invoke or instantiate package
manager 110 on client 102 to perform software package dis-
covery and inventorying, machine identification, and other
inspection or management activity. In 506, the set of installed
packages 112, the set of component files 158, the set of
package attributes 114, and/or other data related to the pack-
age complement of the client 102 or multiple clients 102 can
be captured and/or accessed, for instance via package man-
ager 110 and/or other logic. In aspects, the set of installed
packages 112 and/or other information can be discovered and
recorded for multiple clients at the same time, and/or different
clients at different times, based on a network-wide interval or
schedule, and/or at other times. In 508, the package manager
110 of each client that has collected package data can transmit
the resulting inventory of the set of installed packages 154 to
the one or more package servers 162, to the remote manage-
ment platform 176, and/or other destination. In aspects, the
inventory of the set of installed packages 154 can be trans-
mitted in an encrypted or encoded format.

[0035] In cases where an encoded representation is used,
that representation of the inventory of the set of installed
packages 154 and/or related data can be generated using a
hash function operating on text, strings, or other data reflect-
ing the set of installed packages 112, one or more attributes in
set of attributes 114 for the subject packages, and/or other
data. In aspects a hash function or hash operator can be used
to generate the encoded representation. When used, the hash
function can be or include SHA1 (Secure Hash Algorithm 1),
SHAZ2 (Secure Hash Algorithm 2), SHA3 (Secure Hash Algo-
rithm 3), and/or other hash functions, operators or routines. In
embodiments, the inventory of the set of installed packages
154 and/or other data or portions thereof can also or instead
can be sent in the clear or in an otherwise unencoded format.

[0036] In510,the inventory of the set of installed packages
154 of the one or more client 102 that has collected package
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data can be received in the one or more package servers 162,
in the remote management platform 176, and/or other plat-
form or destination. In 512, the one or more package servers
162 and/or other logic can build the aggregate package popu-
lation record 170. In aspects, the aggregate package popula-
tion record 170 can be generated and/or stored in the one or
more repositories 144 associated with the one or more pack-
age servers 162, and/or in other storage or locations. In
aspects, the aggregate package population record 170 can
reflect the entire population of packages contained or hosted
in all clients 102 and/or other machines populating the man-
aged network 174. In aspects, the aggregate package popula-
tion record 170 can be encoded or configured as a table, a
relational or other database, a tree, and/or other data structure
or format. In aspects, the aggregate package population
record 170 can also or instead be stored in a distributed
fashion, with components of that data being hosted or
recorded in different local or remote databases or other data
hosting resources.

[0037] In 514, the inventory engine 148 of the one or more
package servers 162 and/or other logic can generate an
encoded identification of the aggregate package population
record 170 or the constituent data of that record, as appropri-
ate. In 516, the inventor engine 148 of the one or more pack-
age servers 162 and/or other logic can receive, access, extract,
and/or generate the set of package subsets 178, for instance
via user input supplied through a selector tool or other inter-
face. In aspects, the set of package subsets 178 can also or
instead be supplied or received through an automated source,
such as an application, database, and/or service that generates
the set of package subsets 178 on a selective basis.

[0038] In 518, the inventory engine 148 of the one or more
package servers 162 and/or other logic can generate the set of
subset ID numbers 180, and the package subset enumeration
table 156 based on the set of package subsets 178. In 520, the
inventory engine 148 of the one or more package servers 162
and/or other logic can generate the machine-package asso-
ciation table 152, and/or other data, records, or output to
encode and store relationships between the clients 102 popu-
lating the managed network 174 and set of package subsets
178 that are distributed throughout the managed network.

[0039] In aspects, the machine-package association table
152 can relate, group, and/or associate clients 102 and/or
other machines according to the individual packages they
may share in the set of package subsets 178. In aspects,
machines can be grouped or associated based on a single list
or set of common package subsets, and/or can be grouped or
associated based on multiple subsets in the set of package
subsets 178. In aspects, the ability to specify an arbitrary set
of package subsets 178 and organize the clients 102 and/or
other machines or platforms in the managed network 174 can
allow an administrator or other user to usefully link, compare,
and/or maintain diverse groups of machine on a centralized
basis, and in aspects can permit the user to discover previ-
ously unknown relationships between the machines populat-
ing the managed network 174. As aspects, the aggregate
package population record 170, the set of package subsets
178, and other data can also or instead be transmitted to the
one or more remote management platforms 176, for instance,
to carry out security, database, messaging, and/or other opera-
tions on grouped machines in the managed network 174. In
embodiments, the machine-package association table 152
and/or other data can be stored to the one or more repositories
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144 associated with the one or more package servers 162,
and/or to other local or remote storage.

[0040] In 522, the one or more package servers 162 and/or
other logic can generate and/or distribute the set of package
updates 150 and/or other data or configuration commands to
clients 102 of the managed network 174 based on the set of
package subsets 178 and/or other bases or criteria. The one or
more package servers 162, the one or more management
platforms 176, and/or other logic or platforms can also or
instead perform other management actions on the subject
client or other machines organized or configured based on the
set of package subsets 178 and/or other bases or criteria. In
524, the inventory engine 148 of the one or more package
servers 162 and/or other logic can update the aggregate pack-
age population record 170, the machine-package association
table 152, and/or other data related to the package comple-
ment of the managed network 174, as appropriate.

[0041] For example, update operations can be initiated
based on a predetermined schedule, such as once or week or
once a month to interrogate the managed network 174 and
discover recently added or recently deleted clients 102 and/or
other machines. For further example, update activity can be
triggered by the detection of a new client 102 and/or other
machine that has registered to the managed network 174, or
can be initiated based on other events or criteria. In 526,
processing can return to a prior processing point, jump to a
further processing point, or end.

[0042] The foregoing description is illustrative, and varia-
tions in configuration and implementation may occur to per-
sons skilled in the art. For example, while embodiments have
been described in which a unitary package manager 110
operating on client 102 is configured to control package man-
agement and client identification activity, in embodiments,
multiple local and/or remote applications or software can
interact to control the downloading, installation, testing, and
other management of software packages, and the generation
of the inventory of the set of installed packages 154 and
associated data.

[0043] For further example, while embodiments have been
described in which a group of one or more package servers
162 and/or associated one or more package repositories 144
capture and generate the aggregate package population
record 170, the package subset enumeration table 156, and
other records related to the package population of the man-
aged network 174, in embodiments multiple groups or sets of
package servers and/or repositories can perform package
aggregation, subset generation, management and other activ-
ity. Other resources described as singular or integrated can in
embodiments be plural or distributed, and resources
described as multiple or distributed can in embodiments be
combined. The scope of the present teachings is accordingly
intended to be limited only by the following claims.

What is claimed is:
1. A method for grouping clients based on selected package
subsets, comprising:

receiving an inventory of a set of installed packages from
each client in a managed network;

generating an aggregate package population record from
the inventory of the set of installed packages received
from each client;

receiving an identification of at least one package subset,
the at least one package subset comprising selected
packages from the aggregate package populationrecord;
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comparing the set of package subsets to the set of installed
packages for each client in the managed network; and

identifying at least one client group comprising client
machines whose set of installed packages matches the at
least one package subset.

2. The method of claim 1, wherein the inventory of the set
of installed packages from each client is generated via a
package manager hosted on each client.

3. The method of claim 1, wherein the inventory of the set
of'installed packages comprises an identification of the pack-
ages in the inventory of the set of installed packages.

4. The method of claim 3, wherein the inventory of the set
of installed packages comprises a set of attributes for at least
some of the packages in the inventory of the set of installed
packages.

5. The method of claim 4, wherein the set of attributes
comprises at least one of a package name identifier, a package
version identifier, a package epoch identifier, a package
timestamp identifier, a package size identifier, a file name
identifier, a file version identifier, a checksum value, a pack-
age release identifier, a file timestamp identifier, or a file size
identifier.

6. The method of claim 1, where the aggregate package
population record is generated in at least one remote manage-
ment platform.

7. The method of claim 6, wherein the at least one remote
management platform comprises at least one of a package
management platform or a network management platform.

8. The method of claim 7, wherein the at least one remote
management platform comprises a package management
platform, aggregate package population record is stored in at
least one software repository associated with the package
management platform.

9. The method of claim 1, wherein the receiving an iden-
tification of at least one subset comprises at least one of
receiving a selection of at least one subset via user input or
receiving a selection of at least one subset via an automatic
selection.

10. The method of claim 9, further comprising generating
a software package update for the at least one client group to
update the at least one subset.

11. The method of claim 10, further comprising generating
aplurality of software package updates for a plurality of client
groups based on a plurality of identified package subsets.

12. The method of claim 1, further comprising generating
an update to the aggregate package population record based
on a detected change in the set of installed software packages
for the at least one client.

13. A system for generating a grouping of clients based on
selected package subsets, comprising:

a data store storing an inventory of a set of installed soft-

ware packages on each client in a managed network; and

a processor, configured to communicate with the data store

and to-generate an aggregate package population record
from the inventory of

the set of installed packages received from each client,

receive an identification of at least one package subset,
the at least one package subset comprising selected
packages from the aggregate package population
record,

compare the set of package subsets to the set of installed
packages for each client in the managed network, and
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identify at least one client group comprising client
machines whose set of installed packages matches the
at least one package subset.

14. The system of claim 13, wherein the inventory of the set
of installed packages from each client is generated via a
package manager hosted on each client.

15. The system of claim 13, wherein the inventory of the set
of installed packages comprises an identification of the pack-
ages in the inventory of the set of installed packages.

16. The system of claim 15, wherein the inventory of the set
of installed packages comprises a set of attributes for at least
some of the packages in the inventory of the set of installed
packages.

17. The system of claim 16, wherein the set of attributes
comprises at least one of a package name identifier, a package
version identifier, a package epoch identifier, a package
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timestamp identifier, a package size identifier, a file name
identifier, a file version identifier, a checksum value, a pack-
age release identifier, a file timestamp identifier, or a file size
identifier.

18. The system of claim 13, where the aggregate package
population record is generated in at least one remote manage-
ment platform.

19. The system of claim 18, wherein the at least one remote
management platform comprises at least one of a package
management platform or a network management platform.

20. The system of claim 19, wherein the at least one remote
management platform comprises a package management
platform, aggregate package population record is stored in at
least one software repository associated with the package
management platform.
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